
February 1, 2016 

BY ELECTRONIC FILING 

Marlene H. Dortch, Secretary 
Federal Communications Commission 
Office of the Secretary 
445 12m Street, SW 
Washington, DC 20554 

RE: Certification of CPNI Filing (December 31 , 2015) 
EB-Docket No. 06-36 

Dear Ms. Dortch: 

In accordance with the Public Notice, DA 06-223, issued by the Enforcement Bureau on 
January 30, 2006, Grand River Mutual Telephone Corporation hereby files its most recent 
certification regarding its compliance with the rules of the Federal Communications 
Commission set forth in 47 C.F.R. Part 64, Subpart U. 

If you have any questions, please feel free to contact me at 660-7 48-3231. 

Ron Hinds 
Compliance Officer 

1001 KENTUCKY STREET • PRINCETO N, MISSOURI 64673 • 660-748-3231 



Annual 47 C.F.R. § 64.2009(e) CPNI Certification 
EB Docket 06-36 

Annual 64.2009(e) CPNI Certification for 2015 

1. Date filed: February 1, 2016 

2. Name of company covered by this certification: Grand River Mutual Telephone 
Corporation 

3. Form 499 Filer ID: 803028 

4. Name of signatory: Ron Hinds 

5. Title of signatory: Compliance Officer 

6. Certification: 

I, Ron Hinds, certify that I am an officer of the company named above, and acting as an 
agent of the company, that I have personal knowledge that the company has established 
operating procedures that are adequate to ensure compliance with the Commission's CPNI 
rules. See 47 C.F.R. § 64.2001 et seq. 

Attached to this certification is an accompanying statement explaining how the company's 
procedures ensure that the company is in compliance with the requirements (including 
those mandating the adoption of CPNI procedures, training, recordkeeping, and supervisory 
review) set forth in section 64.2001 et seq. of the Commission's rules. 

The company has not taken any actions (i.e. , proceedings instituted or petitions filed by a 
company at either state commissions, the court system, or at the Commission against data 
brokers) against data brokers in the past year. 

The company has not received any customer complaints in the past year concerning the 
unauthorized release of CPNI. 

The company represents and warrants that the above certification is consistent with 47. 
C.F.R. § 1.17 which requires truthful and accurate statements to the Commission. The 
company also acknowledges that false statements and misrepresentations to the 
Commission are punishable under Title 18 of the U.S. Code and may subject it to 
enforcement action. 

~1~ 
Ron Hinds 
Compliance Officer 

t001 KENTUCKY STREET • PRINCETON, MISSOURI 64673 • 660-748-3231 



ANNUAL 47 C.F.R. § 64.2009(e) CPNI Certification 

EB Docket No. 06-36 

Annual 64.2009(e) CPNI Certification for 2015 

Date: February 1, 2016 

This filing is being made by Grand River Mutual Telephone Corporation as required by 
47 C.F.R. § 64.2009(e). 

Companies covered by the attached Annual 47 C.F.R. § 64.2009(e) Certification (the 
"Certification") include the parent and its wholly-owned or controlled subsidiaries which 
are "carriers" (collectively, the "Company") as follows: 

Comoany Name Form 499 Filer ID 

The board of directors and management of each of the above-listed companies are 
identical. The officer who signed the Certification signed as an authorized officer and 
agent of each of the above-listed companies. The Certification applies to and is filed on 
behalf of each of the above-listed companies. 

For purposes of the attached Accompanying Statement the above-listed companies are 
also considered "affiliates" of the Company. Where appropriate or required, the 
Company's CPNI policies apply to and may reference the Company and its affiliated 
companies. 

Ron Hinds 
Compliance Officer 

1001 KENTUCKY STREET • PRINCETON, MISSOURI 64673 • 660-748-3231 



Grand River Mutual Telephone Corporation 
1001 Kentucky Street 

P.O. Box 167 
Princeton, Missouri 64673 

Accompanying Statement 

Grand River Mutual Telephone Corporation (''Company'") maintains the following operating procedures to 
ensure t:omphance with the rules sel forth in 47 C.F.R. Part 64. Subpart U: 

Section 64.2005 lJsc of customer proprietary network information without custonu.'r 
approval. 

(al Any telccommunicmit1ns carru.:r mny use. disclose, or permit access to l'l'Nl li.w the purpose of 
providing or marketing scn·1cc nJ'li.)l'lugs among lite cutcy.oric:. ol' .;crvicc (i.e .. locul. inten.:xchaugc. nnd 
CM l~S) to which the customer nlre11dy suh.;crihcs from the ~amc earner. w1llwut cu:-.tumcr approval. 

(I) If a tclccon111111111cat1nns earner prov1tlc:-. different cati.-g.orics or s1.:i-vicc, um! n custmllcr 
subscribes to more I han one l:atcgory (> f o;ervicc o ffcrcd hy the carrier. the camcr 1s 1>enn11ted to ,tmrc 
CPNI amrn1g the carrier's alliliatcd entities that provide :1 ... ervicc offering to the customer. 

(2) Jr u tclccornmu111car1011s camcr provides dilforclll categories or service, but a customer docs 
not subscribe to more thuu one nflcring by the earner. the carrier is not permitted to share CPN I with its 
a!Tilintc:., except as pmvidcd m §M.'.W07(b). 

(h) /\ 1clcc1im1m111ica1io11s can-icr may not use. d isclose. 1ir pcnnit access f\l CPNl to market to a 
c11sto111cr .;crvicc ofli:rin~:. tlrnt un; withiu a category or sen ice Ill which the subscriber docs not alrundy 
sub-.;cribc lium that cnn'icr unless that canu.:r has customer approval lo do so. CX(.;Cpt as dcscrihi.:d in 
paragraph(c) or this section. 

(I) J\ wireless prn\ idcr may use, disclose, or pc1111it ncccss to CPN I dt:rt\'ctl from tis pmvtsi(lll of 
CM RS. witltoul cusl11111cr appmval for the provision ol' CPI· und inlilnnati1m :.cr\'ice(s) /\ wirelinc earner 
may use. disclose or permit acces~ lo C'l'Nl dcrwcd from its 1m1Vis1on of locu l exclmngc service or 
intcrcxcha ngc service. with<lut customer approval. for the pmvi.;ion of CPI· and cull unswcnntt. voice mail 
or tncllsagmg. \'(HCC storage and t«•tm:val services, fox store mid fo1wnrd. :111d prol<11.:ol conversion. 

(..!) /\ telccommunicaltnns carrier may nol use. disclose. or permit accc~-. 10 <.'PNI to identify or 
trnck customers that cttll compl'tmg ~crvicc providers. I or example. a local exchange c1mie1 may not UM! 
locill ~crv1cc CJ>NJ lt) ll<tck all cus1oin1;Jrs that call local service competitors. 

(c) A tclccrnn11111nicauons carrier may use, disclose. or permit access lo Cl'NI. without customer 
approval. as described in this paragraph (c). 

(I) A telccnmmunicu11ons carrier ma) use, disclose. or permit access to CPNI, without cw;tomcr 
approval. 111 ih pmvision of ins1<.k wiring instullntion. maintenance. and repair services. 

(2) CMRS providers may use, disclose. or pcnnit access to Cl'NI for the purpose of conductmg 
research on the health cllccts ol"CMRS. 

(3) LECs, CM HS providers, and interconnected VoIP prmidcrs may use CPNI. witlwut customer 
approval. to markl!t services l(>rmcrly known as adj unct-lo-basic sen 1cc:o.. :-.uch as. but not limited to. speed 



dialing, computcr-prnv1dcd directory assistnncc, call 111011i1tmng. call tm1.:ing, call blodcing. call relurn. 
repeat dialing, cull lrnckiug, call \vctiting, caller l.D .. call forwarding, and certain Centrex fcmures. 

(d) A telccornmunicali~'n-; carrier may use. disclose, or permit acccs.-; to CPNI to protect the righls 
or properly of the camcr. or to protect users of those services and other carriers from fraudulenl, abusive. or 
unlawful use ot: or subscription to. such services. 

The linnp1111.1• Im:; ad11ptetl ''!"'''~fit• CPNI po/ides U> ensure tlmt, i11 tltr t1b.\·e11ce of C'll.\'lflmr1· 11pprov11/, 
CPNI is 011/)' usetl hs tlte lim1pa11y In pmvitli• "r 1111,,.ket servi1·<· o.fferiltK·' '""""K the <'<tfegories of 
11·11r11il'e (i.e •• lot'al, i11terexclt1mJ!e, and CMRSJ fo wlii<'h tlie 1·11stomel' ult·L't1tl)• .mh.\'(Tihe.,-. The 
Comptmy's CPNI polieil•\· proltihit lite .\-/tt1ri11J! nf CPNI with njfili111et! 1·m11prmie,,, except us permilletl 
utuft>r llufr 64.2005(u)(l) 111· with t·11sUJ111'!I' "PJJr<>val 11111w1u111110 Hulet 64.201J7(h). Tire 011/y e:.:<·eptia11s 

flJ th est• P"lil'ie,\' ure tts permittnl mu/er 47 U.S. C . . §' l22(t/) mu/ Rule 6-1.2005. 

Section 64.2007 Approval required for use of ru~tomcr proprietary network information. 

(a) A telecommunications carrier may obtain approval through w1itten. oral or clectrnnic 
methods. 

(I) A telceommunicat ions carrier n:lying on oral appro\ al -;hall bear tile burden of demonslrnting 
that such approval has been given in compliance with lhc Commis~l(lll 's rules in this part. 

(2) Approval or disapproval lo use, disclose, or permit accc~~ to a customer's CPNI obtained by a 
lclccommunicat ions carrier 11111~1 remain in cffce1 w1h I the custonwr revokes or limits such approval or 
disapproval. 

(3) A tcleco111mun1cations carrier must maintain records of approval. whether oral, written or 
electronic, for at least one year. 

In 111/ cin:11111.\'lalll't!.\' wlwre <'llslmm!r rtppmvul is req11iret! to 11se, tlisclos11 m· 1u•rmit ttc·1·e.,·s to CPNJ, 1/w 
Comp1my'~ CPNI pnlides 1·e1111irl! tlittt lh<' Co111pa11y t1bt11b1 c·11sttmie1· uppmval tlu·tml!li 111ritte11, 11ral or 
1dectr1111ic 111e1/wt/11 ill 1·ompli1111t·<1 111itli Rule 64.2007. A cuMamer~\· uppmv11/ or di.\'tlf1JJl'OVU/ remain.~ ;,, 
e.{ft:1·t 1111til the c:u.,·mmer re11oftes m· 1i111il.\ tile approvul ()/' tlisnppmvul. T/111 Cm11pa11y 11111i111ai11s rect>nl.\ 
of c11.\'fm11<.1r upprovul (ll'ltet/1e•r wrillell, oral 1>r electro11ic) for" 111i11im11111 of 011<' year. 

(b) Use '~/' Op1-0111 and Opt-In Approwt! Prm·t'xse\. I\ tclc1.:ommunications tarrier nrny, su~jocl 
to opt-out approval or opt-in approval, use its customer·~ individually identifiable CPNI l'or the purpose ol' 
marketing communications-related st:rvices to that cust<lmcr. /\ 1clccl11nmunicat 1011s Cilll'icr may, suhjcct lo 
opt-out approval or opt-in approval. disclose its customer's individunlly idcllliliahlc l' l'NI. for the purposc 
of marketing communi1.:ations-rclalcd services lo that \:ustomcr. to i1s agents and il~ aflilimcs 1hat provide 
communications-related services. A telecommunications c:irncr nmy :ilso permit i;uch pcrs1111 m e11t11ics tu 
obtain ill:CCSS to su1.:h ('J>Nl [(ir sudt f')lll'fXlSCS. Except for l1'~ an<l disclosure or CPNI tlmt is pcrmiucd 
without cuslomcr npproval undc1 section ~64.2005. or that 1s clcscrillt!cl in thii. pnragr:11lh. nr ns othcrw1so 
pmv1dcd in section 222 or the Con11uunications Act or 191-L as amended. a lclCCtllllll\Ullieatiuns earner 
may only use, disclose, or pcrmil access to its customer':. imJividm11ly idenliliablc CPNI ~uh,1cet to op1-i11 
approval. 

'111e C'm1111m1y 1/<Jes 110f ttst' CPI\ I for mry pmyw.1·11 (i11d11tli11~ mw·Jwtillf.: <'t1J1111111nictttim1s-relatetl 
W'r1•icL'.'>) and doe.,· not tfi.,·d11s1• or Krttnl ttC'cess to CPNI It> WI)' pm'(I' (inclmlillg flJ tJ~C!lll.'i m· ttf]iliates /Ital 
provit!t' c11m1111micati1ms-related .w1rvice.\~, except ti.\ permilfc'tl 1111tfe,. 47 U.S. C § 222(t/) nm/ Rule 
M.200.l. 

Section 64.2008 Notice 1·c11uired for use of customer proprietary network information. 
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(u} Notifiwricm, <lc·1umd/r. (I) Prior to any solicitation for customer approval, n 

telecommunicutions carrier mu~t provide notilication lo the customer of the customer's right to restrict use 
oC d isclose of. rntd access lo th111 customer's CPNI. 

(2) A telecommunications carrier must maintain records of notilicalion, whether oral, written or 
electronic. for al least one year. 

(b) Individual no tice lo customers must be provided when soliciting approvnl lo usi.:, disclose. or 
pennil access lo customers· CP'\Jl. 

(c) Content o/' Notice Customer notification must provide ~ullicicnt infonnalion to enable the 
customer lo mnke an informed decision as lo whether to permit a cnn-ier to use. disclose, or permit access 
to, the customer's CPNI 

(I) The notification must state that the customer has a right. and the carrier has a duty, under 
federal law. to protect the confidentiality of CPNI. 

('>) The nolifa;a11n11 must spccil') the types of informalion that constitute CPNI and che spccifa: 
cntillcs lhnt will receive the C'l'NI. describe lltt; purposes for which CPNI will be used, aud mform the 
cu., tomcr or his or her r ight to d1sapprnvc those ui.cs. and deny or withdraw access to CPNI at any time. 

(3) The notification must advise the customer or the precise steps the customer nmsl take in order 
to grant or deny acce.'s to CPNl. and must clearly state that a denial or approval will not a!foct the 
provi.,ion or any services to which the c ustomer subscrihes. I lowevcr. carriers may provide a brief' 
statement, 111 a clear and nculml language, describing con:-.equcnces directly resulting from the lack of 
access to CPNI. 

(4) The notification must be compre l1ensible and must not be misleading. 

(5) If wntten notifica11011 is provided , the not1cc must be clearly legible, use :mfficiently large 
type, and be placed in an area so a~ to be readily apparent to a customer. 

(6) If any portion of a notification is translated into another language. then all portion" or the 
notification must be translated mto that language. 

(7) A carrier l\H\) i-tute in the notilicntion tlrnt the customer's approval to usc CPNI may enhance 
the carrier's 11hility to olfor products and services 1uilorcd Lo the custrnacr·s needs. A currier nlso may statc 
Ill the noltlk;ition that it nrny he l~ompellcd to cli~elosc ('PNI tn nnJ person upon alTinnnli\ e \Hillen request 
by the cusl.orncr. 

(8) A carrier may nol mcludc in the notilication any statement attempting to cncourage a c ust01m:r 
to freeze third-pat1y access to CPNI. 

(9) l'hc notification must statt• that any aprroval. or denial or approval for the use of CPN I 
outside t)fthc service to which tlw customer already subscribes from that carrier 1s valid until the cu-;tomcr 
a ffirmat ively rcv<tkcs or limits such <1pprovul Cll" denial. 

( 10) A telecommunications carrier's solicitntion for approval must be proximate to the 
notification ol'a cu~lomer's CPN I righls. 

The C't>mpm1y '·' l'PNI pnliciet.\' rc:quire thut c11Mn111e1'.\ be 1wtiji('f/ of rlleir rinht,\, 111ul t/1<• Cmnpany '·' 
11bliautitJ11.\, ll'itlt n•spect to CJ'NJ prior to 1111y S(l/icitutio11 for t·t1.'if()mer 11pprm111/. All l'l!(jllired c·11.1·10111er 
1wtil'c'S (wlwtlwr 11wilte11, ""''' or t•lc•ctnmic) c·<1111p~v with the req11ireme11ts t>J /l11/,, 6.J.2008. Tilt• 
Co111pt111y 11u1i11111in.,· record~· 1~{ ull l't'fJuirt>tl cuslt1111er 11oti""·' (wltether written, 11r<1/ or electrm1iC') for " 
minimum ()j rma yt'l11-. 
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(d) Nolin' Ueq1111't•1111•1w; .\jJc•("ific /0 Opl-0111. /\. h.:lcco111municalio11s carrier musl provide 
notilicatwn Lo obwin opHHll approval through clcctron1c or written method,. but not by oral 
communicnl1<>n (cxccpl <J::. prov1clcd 111 paragraph (f) nl llui. section). I he content~ of:llly such notilicall(ln 
mwa comply wi1h the rc<1uirc111u111::. of paragraph (c) of this section. 

(I) Carriers must wait a 30-day minimum period of tune after giving c11:-lo111ers notice and an 
opportunity lo opt-oul before assuming customer approval to use, disclose, or permit access to CPNI. A 
carrier may, in its discrel!on, provide for a longer period. Carriers must notify customers as to the 
applicable waiting period for a response before approval is assumed. 

(i) Jn the case of an electronic form of notific~ition. the waiting period ~hall begin lo run from the 
dntc on which the notification was ~ent: and 

(ii) In the case of notification by mail. the waiting period shall begin ln nm on the third day 
following the date thut the nolilication was mailed. 

(2) Carriers using lhc opt-out mechanism must provide notices lo their customers every Lwo 
years. 

(J) Telecommunications carriers thal use e-mai l to provide opt-out notices must comply with the 
following requirements in addition 10 the requirements generally applicable to notification: 

(i) Carriers must obtain express, verifiable. prior approval from consumers lo send notices via e­
mail regarding their service m general, or CPNI in particular: 

(ii) Carricrn must nllow customers to reply directly to e-mails containing CPNI notices in order lo 
opt-out; 

(iii) Opt-out e-mail notices that arc returned to the earner as undeliverable musl be senl lo the 
customer in another form before carriers may eonsidt::r the customer to hnvc received notice: 

(iv) Carriers that UM! e-mail to send CPNl notices must ensure that the subject line of the message 
clearly and accurntl:ly 1dc11tiI1cs the ~ubjecl matter of the c-mnil: and 

(vl J'clccum111unica111111:-. carriers must make avmlablc lO every cuswmcr a method lo opt-out that 
is or no mhlltional cci::.1 to the nist11111cr and thHl is available 24 hours a day, sc1•c11 day:-. a week. C<11Ticrs 
may satisf)' lhi:; l'l:ltuiremenl lhrnugh e1 combim11ion of 1rn.:lhods. sn long as all customers have the ab1h1y Lo 
opl-oul al no cost and are able to d'fectunte that choice whcnc,cr they choose. 

7'/te Comp1111y does 110/ c11rre11//y solicit "opt 011t" c11sto111er approval for the use or disclosure of CPNJ. 
The Cm11pm1y tloe.\· 1101 use CPVI fur any purpose (i11c/mli111: 11111rketi11g co111m1111i('(ltim1s-related 
servi,:e,\) """does not tli.w:lo.,·e or grant acl'e~·s to CPNI to 1111y purty (i11c/111fi11g I<> 111:e11ts ",. <~tJili11tes that 
provide c111111111111ic:atio11s-relate<I services), except as permitted 111uler 47 U.S.C. § 222(d) m1tl Rule 
64.2005. 

(e) Noli<"'' Requll'<'lllenls .\iJC'ti}iC" to Otlf /11. A telecommunications carrier may provide 
notification to obtarn opt-in approval through oral. wr ucn. or electronic methods. The contents of any such 
notification mul>l comply with the requirements of paragraph (c) ol' Ibis section. 

Tiie Comp""Y does 1101 c11rrt•111{1• .\olicil "opt in" c1t.\'ta111er uppmv"I Jin· Ille use> OI' 1/isc/m11re of Cl'Nl. 
'/lie Company does 11ot "·'"" t/i,,dtJSl' or grunt acct!,\.\ 111 CPNI /iw 1111y 1mrp<>S<'. to 1111.1• 1wr(r m· iu m1y 
11u11111er that would require" c:ustomer's "opt in" appmv11l 11mle1· tire Cm11111i.\'.\'imi's CPNI Jl11/e.\·. 

(I) Notice Requiremems !:Ji;ecific lO One-Time Use of CPN/. ( 1) Caniers may use oral notice to 
obtain limited, one-lime use of CPNI for inbound and outbound customer telephone contacts for the 
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duralion of the call , regardless or whether cam crs use opt-out or opl-ln approval based on the nalurc of the 
contact. 

(2) The contenLs of any such notification must comply wi th the requirements of paragraph (c) of 
this section, except that telecommunications carriers may omit any of the followi ng notice provisions i r not 
re levant to the limited use for which the carrier seeks CPNI: 

(i) Carriers need 1101 advise customers thut if they have opted-out previously. no action is needed 
to maintain the opt-out election; 

(ii) Carriers need not advise customers that they may slum: CPNI with their a lliliatcs or tlurd 
pa rties and need not name those entities, 1f the limited C l'NJ usage will not result in use by, or disclosure 
to, 1111 affi Ii ate or third party, 

(iii) Carriers need not disclose the means by which a customer can deny or withdraw tliturc access 
to CPNI, so long as cmTicrs explain lo customers that the scope of the approval the can-ier seeks is limited 
to one-lime use; and 

(iv) Can-iers may omit disclosure of the precise step~ a customer must take in order to grnnl or 
deny access to CPNI, as long as the can-ie r clearly communicates that the customer can deny a<.;cess 10 his 
CPNI for the call. 

In itrM<mces where the Company seeks one-time c11!;fo111er llpprovlll for the 11.\e or disclos11re <~{ Cl'Nl, 
tlte Co111p<U1J' obtui11s .\'11(:/i (ljJprovul i11 (ICcort/ull(:e wit/1 the <li.w·fo.\·tmts, meth(}(fs '""' req11ire111e11ts 
co11tui11ed i11 Rule 2008(/) . 

Section 64.2009 Safrguards required for use of customer proprietary network information. 

(a) Te lecommunications carriers must implement a system by which the stmus or a customer's 
CPNI approval can be clearly established prior to the use ofCPNI. 

Tlte 01mp<111y'.,. hilli11g .\y.\lem 11/low.~ mttltorized c:ompu11y p ersrnmel f l) easi(I' determine tlte st111m of" 
rnstomer '.\ CPNI approval 011 lite c11 ... 10111er account fcre1m prior lo the use or di.\c/os11re of CPI\'/. 

(b) Telecommunication~ carriers must train their personnel as to when they arc and arc not 
authorized to use CPNl, and carriers must have an express disciplinary process in place. 

The Compa11y lws estuhlisltt:tl CPNJ co111plia11ce policies thut illclutle empl<~yee trai11inl( 011 restl'ictions 
1111 the 11.\'e mu/ discfos11re of' CPNI am/ required s11fegu11r1ls to protect t1g11in.\·t 111u111tlrm·ized 11se or 
tlisclosttre of CPNl Employees ht1ve signed thut they 11111/erstam/ t/1e CPNJ policies mu/" violutimt of 
those policies ll'ill 1·e!>ult i11 1/i.\ciplinary 1tctio11. 

(c) All carriers shall maintain a record, electronically or in some other manner, o f their own and 
their afli liate:s' s11les and marketing campaigns that use their customers· CPNI. All carriers shall maintain a 
rci.:nr<l 111' all instances wher~· ('PNl was disclosed m provided to third panics. or where third parties were 
a llowed access to CPNI. I he n:cord mu~t include a dc~cription or each campaign, the specific CPNl tlmt 
was used in the c:11n1,aig11, und wha t pmduc ts and services were ollcred as a pa11 of the campaign. Carriers 
shall retain the record for a mimmum of one year. 

T/Je Ctu111u111y '!i C/'Nl po/ides require I/tat ul/ sales and 111arlwli11g campaign~ im:l1Uli11g tltose 11tilfzi11g 
CJ>NJ ht• rt'CfJrtletl anti kepi 1111 f ile fol' at least om! yeur. /lec'fmls 11re also 111ui11tai111:d for disclo.rnl'e or 
ucce.,·.\ to ( "J>Nl by thin/ p11rtit's. Tfw n•t·ord.i; inc/utle the 1·eq11iretf i11jo1'111aticm li.\fed in lfole 6./.200'J(c). 

(d) Tclecom111unical1011~ ca1Ticrs must establish a supcrvbor y review process regarding carrier 
compliance with lhc rules in th is subpart for out-bound market ing situations and m:unlain record.; of carrier 
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compliance for a minimum period of one year. Spccilically. sales personnel must obtam supcrviimry 
approval of any proposed out-hnund marketing request for customer approval. 

1'/ze Ct>m1u111y 's CPN I pt>licil!.~ 1·e1111ire e111111<~vees lo obtui11 11pprm•11/ fnu11 Ill<! Cn111p1111y '.\' CJ>N I 
Compli1111t·11 Oj'/ice1· fm· 111/ 111arlwti11g c•11mpt1ig11s, i11clmli11K tftf>se 11tilhi11g CPNl , prillr /11 illitiutiug f/I(' 
cttnl/lflif(ll. lle<wnf ()j tlw """'lcc•fi11g c111111u1if(11.\', ultm~ with tile ctppropriute .\11pervi,,·m:1• upp1·ow1/ ;,, 
111ai11tuim•tl f<w 111 lttJ.\'f mre yt>ur. 

(c) A telccommuuications carrier must have an oniccr_ ns mt :ig.ent or rhc currier. ~ig11 und lilc 
with the Commission u C\>mpliance ccrtilicalc on an annual basis I he ofliccr must state 111 the ccrtilit.:at1on 
thm he or she has perS<rnal knowledge that the company hns established operating pwccdu1·cs thnt arc 
adequate to ensure C(lmpliancc \\1th the rules in this subpart l'hc cnrric.:r must prtl\ idc a smtcmcnt 
accrnnpa11yi11g the ccrtllicah~ c:-:pla111ing how its opernlmg. prrn;cdurcs ensure lhnt 11 is or 1~ not in 
complinncc with u1e rules in this ~ubpart. In addition. the earner must include aa explanation or nny 
acti<1ns 1uku11 against da11> hnikcrs and 11 summary of all eus10111c1· complaints received in lhc past year 
concerning the unauthorm:cl rdca~ of C'PNL This lihng must he made annually with the I nforccment 
Bureau on or before March l in EB Docket No. 06-3<1. for data pcru1111ing lo the prcvinus calcll(lcu- year. 

The re1111iretl officer certifi''llli1111 , llc:tim1s tllke11 ag11i11.,·t d11t11 brokers 11111/ summary of c:11sto111er 
co111plai11t tloc:11111ents are i11dmle1l with this 11cc·o111p({/1yinK .wureme111. Tiie Cnmp1111y 11•ill .file 1'111.\'e 
1/oc11111e11ts 1111 a11 an1111al b11si.\' n11 m· beji>re Nltrrclt I fin· data perluinillK to tlte pre1•io11.\ cct/endm· yem·. 

(I) Cnrricrs must provide written notice within five business days to the Com1111ssion of any 
i1l.~Urnce where 1hc opt-out mechanisms do not work properly. to such a degree that consunwrs· inability to 
opt-out is more than an anom:1ly 

(I} f'he 11ot1cc shall be in the form ()('a lellcr. and shall include the c<1rricr"• name. ;i description of 
the opH111t mech:1111sm(s) used. the problcm~{s) cxpl!ricnccd, the rcn1cdy proposed and when it will bc'was 
implcmcnwd. whether the rclevanl .;talc con11niss1on(:-.) has been notified and whether it ha:- taken any 
action, a copy of the notice provided lo customers, and C<llllacl in formation. 

(2) Such notice must be submitted even if the carrier oflcrs other methods by which consumers 
may opt-out. 

111e C<m11nmy tloes 1101 c11l'l'e11tly .wJ/icit "opt 0111" customer 11p111·ol'ttlfiJr the 11.~e or tli.,·clo.mre of CPNJ. 

Section 64.2010 Safeguards on the disclosure of customer p1·oprictary network information. 

(a) SiifegtwrdinK CPNI. Telecommunications carriers must take reasonable measures to discover 
and protect against allcntpts to garn unuulhorized access to CPNI. I dccommunicatton." curriers must 
propcrly muhcnhcalc a customer prmr to disclosing CPNI based on cu-:w1ncr-initiatcd telephone contact, 
onl im: account 11ccc.;..,, {)!"an in-,l\ll'l. visit. 

Tiu: C111111111ny 's Cl'NI po/icic.\ 11mf empfoycte trainillg i11dmle re(l.\fJ/Uthle mefl.mre.\' to 1/i.w:twer 11111/ 
protc•c·t u~11i11.w 1u·1ivity tlt111 i.\' ifltlkuti\te of pl'etexti11u 111111 employee.,· ure illstrncted to 1w1ijj- the CPNI 
Co111plim1<·e 0£/h-!!r if all)' .wwll artivity i.\ suspected. 

(h) 'lt•leplunw ace<''' w Cl'NI. l'clcco111mu11ica1m11.-. cafficr:-. muy only disclose call detail 
111formalion ovcl' the toluphonc. hn~c<l <lll customer-initialed ich.:phone co111act. if the customer first 
prm ides the earner with a password. as dc~cribcd in parngraph (c) of' 1h1s scctmn. that is not prompted hy 
lh<:> (;a1Tier ask111µ for readily arnilablu biographical information. or m;c(lunt inf<mnalion. If' the customer 
tllll's not provide n 11as.-;word. thl~ tclccommun1ealions cim-icr may only disc lo~c call detail 111for111al1011 hy 
sc11di11g it to lhc customer's address or record. or. b} c:illing lhl! customer a l 1he 1clcphonc number or 
n.:cord Ir the customer 11> able to nrO\ idc call detail m formnc1on 10 the 1decommu11ica1ions carri~r dt1ring a 
customer-iniLiatcd call wilhllUI lhc telecommun ications c:imcr·s as.sistnncc. then 1hc t1.:leeomm11111cati(lll<. 
cm·ncr is pcrm1ttcd tn discuss the call dctuil illformation rmwidcd by 1hc customer. 
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Tiu! Cm11p1111y 1.\ l'PNI pulicil!.{ e11.mre tlt11t a c11.mn11er i'i m1~1· uhle to (fCL'<.~.\· call det11if i11j(1mutlim1 111•er 
lltt! 1t1l1!plume in "'"' <~f tit<! "'"J"' listed i11 Rufe 64.20 I O(b). ~f tile c11stome1· ct1111wt re111e111 be1· their 
p11s.rn•nril. they 11r11 prmnptetl m u111>HJetr ll se<·11ri~v q11t'.Wim1. Neither tile passwortf 1w1· tire ,\'ec1tri~1· 

11uestit>11 ure based 011 nmdifr awtilubft• bio.r:mphic-a/ il(ft1rnurtit1t1 or t1<'l'01111t i1~f11r11wtio11. C11sf1111t('r 
,\·ervic<! repre.\'t!11latives lll't' i11s11·11etetf 111 ui11'1e111it:t1tt! c11st11111e1w m·er tlut tl'leplw1w i11 all i1tsft1//t'l!S l!Xt01!p l 

in 1/te cu.H! where tlit! cu.'itomer provides the call tletuil i11flm11atio11 without the 11ssisfflllt'I! 1~f lilt' 
Cm11p1my. 

(c) On/me ac;n-ss to CPN/. A telecommunications carrier must authenticate a customer without 
the use of readily available biographical information. or account infnrmat1011 prior ll> allowing the 
customer online access to CPNI related to a teleco!111111111icatit111~ service accou111. Once aulhcnlic;Hco. th1: 
customer nrny only obtain onlinc access to CPNI related to a telcct1111111u11ications service necmull 1hrough a 
password, as dcsc1ibec.l in paragraph (e) of this section, that i:-. not promptcxl hy the cnrricr asking for readily 
m'l1ilahle biographical mlbrmat roll . or account informalil)ll 

171e Cm11p1111y '.\ CJ>NI policle.~ require c:11sttJ111er l11tlflen1/culitm witlumt J/te rmt of n.uulily ttl'lJi/able 
/Jiogmpl1icul il~fmwatim1 m· m·1·111111t i11fim1wti<111 pl'ior to i11ilittl~v Kai11i111: <IC'C't!.\S ff/ u11 ttc'('t11tlll m1/i11e. 
Om"' Ille• 1·11s1tmwr is 11tttlw111ic11t£•d tile <'llSt<n11e1· is r•e1111ire1/ lt1 11.1·e 11 p11s.nvortl to oht11itz 011li11e access w 
l'PNI. 

(d) In-Store acc;1•.,.1· 10 CPNI. A telecommunications caiTier may disclose CPNI to a customer 
who, at a carrier's retail location, first presents to the tclr.:communications carrier or its agent a valid photo 
ID matching the customer's account inf'onn:ition. 

Tile Cm111umy's C'PNI 1wlidt:.\ 11/lm11 tile Comp1111y 111 tli.'icltJ.\i! c111/ tfet11il Cl':VI 111 the c:m-t11111er 11t 11 retail 
locatio11 t{{ter pre~;l!11ti111: a valirl photo ID tltat 11111tche.\· /ltt• c11.i;to111er'.i; m·c1111111 il{{l>r11111ti1111. 

(c) J::s1t11>/islt11w111 of " l 'ns.m•tml and JJal'k-up A11the1111rn1ion 1\1/etliods ji>r /,mf or Fm~ot/1'11 
l'a.,·s11·on/s. It) cstttbftsh a pa:-.:-. word. a tch!communications can-icr must authenticate the customer without 
the use or readily nvailahle hmgmpl11cal infonnation. or account informallon. ·1 elecommunicntions carrier-. 
may ucatc ,, bach up customer au1hc111icat1on method in the event or n lost or f'orgollcn pas:. word. hut such 
back-up cu~tomcr nuthcntica1io11 method 111::1y not prompt the customer for n:ndily available biogruphic:il 
iuforma11011 or account mfo11nal!o11. Ir a cul>lmncr cannot pnn"1de the correct pa:-.sword nr the corrct.:I 
response rnr tl11: back-up cusit1mcr ;wlhcnticatiun method. the customer must cstnhlbh a ucw password a:-. 
dl!.\cribcd in this paragrnph. 

Tile Comp1111y'\ CPNI pnlidc•.\ 11/lm11 for 11 few w11y., to estuhli.\/1 " pw;swm·tf, "" nf 1vllic/1 e11.rnre 
t·nmp/illm.:e with tlte above p111·t1gr"ph. Haclr meth"tf 11/.,·o ttllows the c11st11111er to e.'tfllh!isll " baclc-up 11r 
.\'t!t'tll'i~1· qtt11.'\lio11 i11 t/u• ('Vl'lll thut flit')' f"rgn t/ieir pll.\'.\Wllrtf. ht 110 e1•ellf tl11e:. tlil.! C11111p1111y Wit' 1·eudi{1• 
uvnilllble hioxmpftic.11/ i1~for111utit111 or m·N11111t il~fim1wtio11 a.,. a lmclc-11p q11estio11 ar u.~ " me<m.'i 1<> 

e.,·1111>/ish 11 JlflSswtwd "" r11ttll1'11tit'111e tlie c·11.,·w111e1-. 

(J) Nori/ication ol C1cco11111 dumg<!s. Tcleconununications cnnicrs 111u.;t notiry customer~ 
immediately whenever a pa:.sword. customer rcspon~c to a back-up means of au1lw11tieatio11 for lost or 
forg(>tu.m l><lsswords. mthnc nccount, or address of record j., crcatc<l or changed. This notification is not 
rc<1uin:<.l when the.: customer 111lliatcs service. including. the sclccll<ln of a pns~word at service initiation. 
l'his uoti fi<:ution mny bc thrm11.d1 a carii er-originatcd vo1cemail or text message to the telephone number of 
record. or hy mail to 1hc Hddll::-.~ of record. and must not reveal the changed infommtion or be scm to the 
new nccount information. 

Tile Ct1111pt111.1"~ hilli11g \}1.Vem a11tnm11timlly ~cmerutc:.'> 11 11mijlc11tl1111 111/te11 flllJ' t~f tlw .fi!!ltl.~ li.~tetf ill 
Rule 64.2() I O(f) m ·e <:re11teil o,. (·/wn~etl. 1'lte Cflmp<my tltl.!11 i111111c•tlilltl'(I' 1wt(fies tile customer tlir11uglt 
carrie1'-t11·igi11a/t•tl v11ice11111il llr text messugt' to t!tc tclc'plume 1111111her of n1cm·1/, t1r by 11111il 111 tlw 111/drl'.\·.1· 
fJf l'l!t'lll'tl (11C'ver 11 11ew 111/tlrt1.,·.1·) w/1e11 1·1.>11mred '1y /lule 64.20/0(j). Tile collfl!lll ~{the 11otijic1Ltio11 
complie., witlt tire ,.e1111il'l.!111t!11t.1 (~{ Jl11/e 6J.20/0(f). 
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(g) Busin<!Ss Customer Exemption. Tclecommunicauons curricrs mny bind themselves 
conlrm;lually to authentication regimes other than those described in this section for sc1viccs they pro\ tdL 

to their busmcss customer that have both a dedicated account rcprcscnrntivc and a c<lntrnct that specillcally 
addresses the carriers' protection oCCPNI. 

1'/te ComJl"".I' does 11ot utilize tire business customer exceptio11 ut tlti., time. 

Section 64.20 J l Notification of customer proprietary network informalion <Jccurity 
b1·cachcs. 

(a) /\. telecommunications c;irrier shall notify law enforcement or a breach of its customers· Cl'N I 
as pmv1ck,'(I 111 this section. I he carrier shall not notify ils customers or disclose the breach publicly. 
whether voluntarily or under stnte or lcical law or these ruk:s. until Jt Ila~ completed the process of notifying 
law cnfo1cc1mmt pursuant to pmagraph (h). 

(b) As soon as practicable, and in no event later than seven (7) busine:-.-; days, after reasonable 
determination of the breach, the telecommunications camcr shall clectrorncully notify the U111tecl Slates 
Sccrcl Service.: (USSS) u11d tlw Federal Bureau of Investigation (FBI) through a central reporting facility. 
The t'ommiss1on w11l 111:1mlmn a link to the reporting liic1lity at '" tn·.· w 1 -.:~n\ c'l1 ·11111. 

( J) No1withsta11di11g any :-.late law to thc con1rary. the cmricr shall not notify cuswmcrs or 
disclose the breach to the public until 7 foll business clays have passed af'ler notilicution to the USSS and 
the f.BI except as provided 111 paragraphs (2) and (3). 

(.2) If lhc carrier hcli1•vcs that there 1s un extmordinaril}' nrgcnl nc.-cd to notify fill) cl11ss or affected 
custonwrs sooner thnn otherwise allowed under paragraph (I), 111 Mder to av<1id immediate and irrcpamhk 
hmm. ii shall so 111d1catc 111 11:-. notilicaticm and may proceed to immediately 11mity iti. affcclecl cus111mc1-s 
onl) ufter eonsulUllt<111 with thl" n.:levant investigating. agency. The carrier shnll cooperate with the relevant 
invcstigHling agency s rcqucsl lo mmimi/c any adver~ effects ol such customer notification. 

(3) tr 1hc relevant 1m·e:.11ga11ng. agency determines that 1he public disclosure or notice to 
l~ll~Lomc1-,; would 1mpech: or con1pm111isc an ongning or pntential criminnl investigation or mtlional sccurily. 
sue h agency may dll'ccl the carn.;1 uot lo 'iCl disclose or noufy for an 11111ial period (lf up to 30 duys. Such 
1wriocl may be extended by lhl' agency <1s reasonable necessary in lite .1udgmcnt or the agency. If such 
direction is gi\c11. the agcncv -;fmll m1tify the c<11Ticr when it appears Lhat public disclo:.urc or notice tu 
affected custnmer~ wilt no lnnµcr impede 11r comprnm1;;c 11 eri11111111l iuvcstigmion or m111onal security. l'hc 
agcncv shall prornle i11 \\nting i1 .. initial dircctiou to the carrier. any :.11bscque111 cx tcnswn. and clll)-

1111tificalion lhat 11ol1cc will no longer impt·cle or con1prnumc o crn11111al i11ve:;1Jga1ion nr national :.ccurity 
and such writings shall be coutemporancously logged ou the same rcport111g focili1y 1hat conlams records nr 
notilicatiorn. likd by carriers 

(C) NC'curdkec11111JI.. /\II cnmcrs shilll maintuin u record. dcc1rrn1ical lyor 111 so111c other nurnm.:r. lll' 
any breaches discuvcrcd. 11ut1licatio11 made to lhc USSS and lhc FBI pursuant to 1lara~mph (b). nntl 
notil1cal1on 111adc to customers lhc rccm·d must include. il'nvHilahlc. dntes ofcl1scovery anti 11olilicatio11, a 
dctaik:d clC~l'I iption or th<.: Cl>Nl that was the subject of the bt\:ach. and the circumstance:. or the breach. 
C11mc1" :-.lmll retain 1hc record for a mmimum of2 ycnrs. 

Th<! C11111pu11y hu., poUcies m11l 1mJt·etl11res in place to e11s11re mmplitmte with Jlltlc 64.20 I I. JJ'lwn ii is 
,.,,t1.~mmh~i· 1/Nermimul that 11 hn:<1d1 has m·currt:tl, Ille CPN I Complia11c·e OJ{ic·t'1· ll'ill 1wt(/j' law 
e1!ft>J·<·1•111e11t 11111/ its customer i11 tile required time_frume.\. A l't'<'nl'il <>f t/111 hrcucll will lw 11111illlt1i1u•d fm· 
a mi11i11111111 o/t111t1 years and II';// iuc-lmle 111/ btfi1r111aliu111«•11uirl'll by Rule 64.201 I. 
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